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1 Introduction

The Signal application underpins end-to-end encryption message sharing for over 70 million
users. Its cryptographic stack may contain subtle bugs, which can leak the users’ information.
Formal verification of Signal’s cryptography is helpful to guarantees the correctness of Signal
beyond finite test cases, giving users unconditional assurance. However, verifying a large and
actively evolving Rust cryptographic codebase is highly challenging. The underlying mathe-
matics of cryptography is complex and requires significant expertise to formalize. Moreover,
formal verification is inherently labor-intensive. In addition, ensuring the long-term maintain-
ability of the codebase requires that the corresponding verification artifacts remain modular
and maintainable.

We determine to start the project Signal Shot to address these challenges and employ Al
to discover an efficient infrastructure for program verification. It leverages Lean [3] as the
proof assistant and the Rust-to-Lean transpiler Aeneas [6] to establish a verifiable connection
between formal security models and Signal’s production codebase. Given the rapid progress of
AT across multiple domains, we also investigate how to effectively integrate AI into real-world
formal verification workflows.

Contributions. First, we present the ongoing effort of Signal Shot that unifies protocol-
level security reasoning with function-level correctness in a Lean-based framework. Second,
we have completed a large-scale formal verification of the curve25519-dalek library, a widely
deployed Rust implementation of Curve25519 operations. Finally, we have developed specialized
coding agents for formal verification and have constructed a benchmark with ground-truth
specifications and proofs for evaluating Al models on real-world program verification tasks.

2 Technical Approach of Signal Shot

The verification effort is organized along two complementary tracks: protocol correctness and
function correctness.

Protocol correctness. Cryptographic protocols are designed to ensure the confidentiality
and integrity of message exchange, typically relying on public-key and private-key mechanisms
to prevent adversarial access to communicated data. We need to formalize Signal’s core cryp-
tographic protocols (X3DH [9], PQXDH [7], the Double Ratchet [1], and CKA [2]) in Lean
by encoding their natural language descriptions from the literature as formal mathematical
objects. Within this framework, standard security properties of these protocols are rigorously
established, with all proofs mechanically verified by Lean’s type-theoretic kernel.
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Function correctness. We also need to verify that Signal’s Rust implementations correctly
realize developers’ intentions. The verification pipeline proceeds in three stages. First, we
transpile the production Rust source into a semantically equivalent representation in Lean.
This step is automatically carried out by Aeneas, which models a substantial fragment of
Rust’s operational semantics in Lean and supports transpilation from Rust to Lean. Second,
we need to define formal specifications for the extracted functions. Third, we need to prove
that the extracted functions satisfy these specifications within Lean. Assuming that Aeneas
preserves Rust semantics, these proofs transfer to the original Rust code.

3 Completed Verification of curve25519-dalek

We report the formal verification of curve25519-dalek, a core cryptographic library written
in Rust that implements a set of Curve25519 group operations. The library comprises 288
functions and approximately 35,000 lines of Rust code implementing Curve25519 operations
used in systems such as Signal, Tor, and Transport Layer Security, a widely deployed secure
communication protocol. To the best of our knowledge, this constitutes the first end-to-end
formal verification of an elliptic-curve cryptographic library at this scale using Lean.

The verification effort was carried out by two complementary teams. The division of two
teams is due to historical reasons in our development. One team annotated the Rust source with
compile-time Verus [8] specifications, whose proof obligations are discharged by SMT solvers.
Another team used Aeneas to extract a semantically equivalent Lean representation and estab-
lished its correctness. Together, these efforts cover the full stack, including finite-field and scalar
arithmetic, elliptic-curve group operations, encoding layers, and protocol-level primitives. The
process exposed several technical challenges, including large proof states generated by Aeneas,
instability in SMT solving, and the complexity of elliptic-curve reasoning. The challenges have
motivated several improvements to both Aeneas and Lean’s infrastructure.

4 Al-Assisted Formal Verification and Benchmarking

We significantly benefit from the usage of Al in the verification of curve25519-dalek and will con-
tinue to investigate how to effectively apply Al to help researchers conduct formal verification
using Lean. We found that modern AI such as coding agents is particular good at generating
draft function specifications, leaving humans to correct minor errors in variable bounds. An-
other notable application of Al is the ability to decompose theorems into appropriate subgoals
and generate proof sketches. An interesting observation is that most manual work becomes fix-
ing function specifications generated by Al and confirming that Al has decomposed the original
theorem into appropriate subgoals such that AI can successfully prove the left subgoals.

We have also developed our own formal verification agents, F'VS [5], which have been prac-
tically deployed in our verification projects. FVS is implemented as a set of Claude Code skills,
making it easy to install and use. We design specialized techniques tailored to formal verifica-
tion within FVS. One notable example is the guidance for checking variable bounds, a subtle
aspect that is particularly prone to errors in real-world program verification.

In addition, we construct a benchmark derived from our verified Lean codebase [4], providing
ground-truth specifications and proofs for real-world cryptographic functions. This benchmark
enables systematic evaluation of Al models across the realworld verification pipeline, from
specification synthesis to proof completion.
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5 Conclusion and Future Work

We have formally verified the curve25519-dalek library, which implements Curve25519 group
operations widely used across numerous projects. We have also launched the Signal Shot project
to verify Signal’s cryptographic protocols. In addition, we design formal verification agents and
construct a benchmark consisting of real-world program verification tasks.

Looking ahead, we first aim to establish the correctness of individual protocols and their
underlying functions. We will then bridge these layers by connecting protocol-level verification
with function-level correctness. Finally, we plan to verify the correctness of protocol composi-
tion.
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